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Overview

The Symmetry Movement Impact Tool has been created to help users understand the interaction between specific
cardholders, using the data available in the access control system.
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Mooney, Steel RTG North Wing 2/18/2020 5:04:12 PM  2/18/2020 4:55:06 PM 0
4 2 2 1 3 7 2 Hooper, Marny RTG North Wing 2/18/2020 5:02:38 PM  2/18/2020 4:55:06 PM 7
F:ZZ‘ “{’“l Alston, Adam RTG North Wing 2/18/2020 457:58 PM  2/18/2020 4:55:06 PM 2
Lindsay, Shelly RTG North Wing 2/18/2020 45246 PM  2/18/2020 45506 PM -3
Webb, Lev RTG North Wing 2/18/2020 45156 M 2/18/2020 4:55:06 PM -4
T Afford, Lucas RTG North Wing 2/18/2020 45034 PM  2/18/2020 45506 PM -5
Guzman, Carol RTG North Wing 2/18/2020 12:27:58 PM  2/18/2020 1220:18PM 7
Webb, Lev RTG North Wing 2/18/2020 122728 PM 2/18/2020 1220:18PM 7
.0 Coleman, Jin RTG North Wing 2/18/2020 12:26:18 PM 2/18/2020 1220:18 PM 6
E Maldonado, Rhana RTG North Wing 2/18/2020 122500 PM  2/18/2020 1220:18PM 5
g Clements, Lucas RTG North Wing 2/18/2020 122418 PM 2/18/2020 1220:18 PM 4
. I Hinton, Donna RTG North Wing 2/18/2020 12:23:34 PM 2/18/2020 1220:18PM 3
0 Afford, Hop RTG North Wing 2/18/2020 12:19:16 PM 2/18/2020 12:20:18 PM -1
: “ 6 ¢ o =2 # 16 18 | Strong, Urizh RTG North Wing 2/18/2020 12:17:44 PM 2/18/2020 1220:18PM -3
TR Loy Maran, Keefe RTG North Wing 2/18/2020 12:16:58 PM 2/18/2020 1220:18 PM -4
Bennett, Briar RTG North Wing 7/18/2020 12:16:08 PM  2/18/2020 1220:18 PM -4
Richmond, Arden RTG North Wing 2/18/2020 121416 PM  2/18/2020 1220:18 PM -6
. - Cruz, Ronan RTG North Wing 2/18/2020 12:10:52 PM 2/18/2020 1220:18PM 10
: ? Rice, Marny RTG North Wing 2/18/2020 92702 AM  2/18/2020 1T:S0AM 10
2 RTG Tradesman Door _ Clements, Lucas RTG North Wing 2/18/2020 9:26:08 AM  2/18/2020 21T:S0AM 9
French, Morgan RTG Tradesman Door 2/18/2020 %:23:56 AM 2/18/2020 9:17:36 AM &
Young, Veda RTG North Wing 7/18/2020 92300 AM  2/18/2020 :17T50AM 6
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To ensure that the Symmetry system is not impacted, please perform all of the steps below on a restored backup of the
multimaxtxn database. Do not use this tool on the production database. If you are unsure please contact your local
SQL admin or AMAG Technical Support.

To enable the tool you will need:

e SQL Server (do not use your production instance) with a copy of the multimaxtxn database.
e Microsoft SQL Server Management Studio available here.

e Microsoft SQL Server ODBC 17 Driver available here

e Download Microsoft PowerBI Desktop Trial Version available here.
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https://docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/connect/odbc/download-odbc-driver-for-sql-server?view=sql-server-ver15
https://powerbi.microsoft.com/
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SQL Server Configuration

1. Create a SQL Backup of the multimaxtxn database and restore to a different SQL Server or Instance
2. Using Microsoft SQL Management Server Tools and ensure that you are connected to the non-production SQL
Server.
a. Select the restored multimaxtxn database.
b. Click “New Query”.
c. From the menu click on File | Open | File.
d. Locate the “Create Symmetry Movement Impact Tool SQL Views.sql” file and click “Open”.
e. Ensure you are running the script against the multimaxtxn database (non-production) and click on the
Execute button on the toolbar or press Ctrl+E (the script will take a couple of seconds to run).

| multiMAXTXN ‘ Execute | | | ‘ | =
Object Explorer AR Create Time Windo...RP\edwardsp (57)) + > S5QLQueryl.sql - IP...ORP\edwardsp (53))
Connect~ ¥ ¥ ¢ :gE [multiMaxTxn]
[ER™ FrmultiMAXTXN -
Database Diagrams
Tables SET ANSI_NULLS ON
= I Views G0

System Views

dbo ActivityDataPDView
dba.ActivityDataVDView
dbo.ViewAlarmEventTransaction
dbo.vwCardTransactionsTimeWindow
dbo.vwCardTransactionsTimeWindow_Match
Reporting AllTransactions

Reporting, CardHolderTransactions
Repaorting. Companylogo
Reporting.DoorControllerTransactions
Reporting.IntrusionAreaTransactions
Reporting.IntrusionDetectorsTransactions
Reporting.IntrusionQutputTransactions
Reporting.IntrusionZeneTransactions
Reporting MenitorPointTransactions
Reporting. OutstandingAllTransactions
Reporting.OutstandingCardHolderTransactior
Reporting.OutstandingDoorControllerTransac
Reporting. OutstandinglntrusionAreaTransacti

SET QUOTED_IDENTIFIER ON
o0

[FICREATE VIEW [dbo]. [vwCardTransactionsTimeWindow
AS

SELECT
TxnID, DeviceID, WhereName, CardID, LastName, DateTimeOfTxn,
/** Change the number of windows below as appopriste, default is set o 18 minutes each side **/
DATEADD(Minute, -18, DateTimeOfTxn) AS [Before],
DATEADD(Minute, 1@, DateTimeOfTxn) AS [After],
FirstName, CardNumber, ResponseMnemonic, TxnCenditionName, DeviceNumber,
AlarmEventType, DeviceType, NumberRepeats, CompanyID, CompanyName, LastName + N', ' + FirstName AS CardHolder
FROM
multiMAXTxn.dbo.AlarmEventTransactionTable
WHERE
(CardID <> @)
AND
/** Change the Date below to reduce the number of rows being returned to improve performance, default is set to 1st January 2820 **/
DateTimeOfTxn >= '2@828-21-81"

f. To ensure it has installed correctly, right-click on “Views” (on the left sidebar) and click on “Refresh”.
g. Expand “Views” and you will see “dbo.vwCardTransactionsTimeWindow” and
“dbo.vwCardTransactionsTimeWindow_Matched” displayed.

Note: If you wish to change the 10 minute window which is setup as default or change the start date the recordset is
using, amend the “vwCardTransactionsTimeWindow” view.

1. Next step is to create a SQL User to allow Microsoft PowerBI to access the database via ODBC: In Microsoft SQL
Server Management Studio expand “Security” (not Security within the multimaxtxn database).

Right-click on “Logins” and click “New Login”.

Enter the Login Name as “PowerBl_multimaxtxn”.

Enter the Password & Confirm password as Reportingdme!

vk wN

Uncheck “User must change password at next login”.
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6. Set the Default Database as multimaxtxn.

Symmetry Movement Impact Tool

B Login - New [m] *
Select a page .
5 - Hel
. IT Scipt ~ @ Help
& Server Roles
# User Mapping Login name ‘F‘owerELmult\maxbm | Search...
& Securables
& Status () Windows authentication
® 5QL Server authentication
Password: [essessensanss
Conrfirm password: ‘---u-unu- |
Specify old password
Old password:
Erforce password policy
Erforce password expiration
[] Usermust change password at nest login
(O Mapped to certficate v
Connection () Mapped to asymmetric key ~
‘\SPngSSH& [] Map to Credential ~ | | Add
Connection: Mapped Credertials Credential Provider
CORPedwardsp
nﬁ Vigw connection properties
Progress Remove
Ready Default database: mabMAXDN ~|
Default language: ‘<d=fauﬂ> v |
oo

7. On the left menu click on “User Mapping” and check the “Map” next to multimaxtxn. Check “db_datareader” in
the bottom section. “db_owner” can be removed.

i Login - New

Select a page

K General

K Server Roles
& User Mapping
F Securables

K Status

Connection
Server:
IPL6138375
Connection:
CORP‘\edwardsp
¢¥ View connection properties

IJ Scipt v @ Hebp

Users mapped to this login:
Database
master

model

msdb
mutiMAX
mutiMAXTXN
tempdd

DHDDDDg

PowerB|_muttmaxbn

Default Schema

8. Click “OK”.
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Create the ODBC Connection on the Client

Perform the following steps on the client machine where the tool will be used.

1. Click on “User DSN’ tab.
Click on Add.
3. Click on ODBC Driver 17 for SQL Server.

; ODEBC Data Source Administrator (64-bit) *

User DSN = System DSN  File DSN  Drivers  Tracing Connection Pooling  About

System Data Sources:

Name Platform  Driver | | Add...
Create Mew Data Source X
move
Select a driver for which you wart to set up a data source. igure....

Name Version

ODEC Driver 13 for SQL Server 2017.140.1000.165
(QDBC Driver 17 for SQL Server 217174010
SQL Server 10.00.14353.00

| SQL Server Native Cliert 11.0 2011.110.7462.06
SQL Server Native Client RDA 11.0 2011.110.5065.66

ata provider.

< Back Fish | | Cancel |

4. Click “Finish”.

5. Enter the Name as “PowerBI_multimaxtxn”, and specify the SQL Server Name or IP Address.

Create a New Data Source to SOL Server X

This wizard will help you create an ODBC data source that you can use to connect to

B} SGL Server.

., What name do you want to use to refer to the data source?
SOL Server

MName: | PowerB|_multimaxban |

How do you want to describe the data source?

Description: | |

Which SQL Server do you want to connect to?

Server: | ] ~ |

Fiish || MNed> | | Cancel | | Heb
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6. Click “Next”.
7. Check “With SQL Server authentication using a login ID and password entered by the user”
8. Enter the username as “PowerBIl_multimaxtxn” and the password as “Reportingdme!”.

Create a New Data Source to SOL Server X
How should SQL Server verify the authenticity of the login ID?
i () With Integrated Windows authentication.
SPH [Optional];

() With Active Directory Integrated authentication.

® With SQL Server authentication using a login 1D and password entered
by the user.

0 With Active Directory Password authentication using a legin 1D and
password entered by the user.

0 With Active Directory Interactive authentication using a login |1D entered
by the user.

Login ID:| PowerB|_muttimnaxbmn |

F‘assword:|uuuuuuo |

<Back |[ Net> | | Cancel | | Hep

9. Click “Next”.
10. Check “Change the default database to” and select multimaxtxn.
11. Change the Application intent to READONLY and click “Next”.

Create a Mew Data Source to SOL Server X

Change the default database to:
) [mutiMAXTXN |

ﬁ;ewer Mimor server:

SPN for mimor server (Optional):
[ Attach database filename:

Use ANSI quoted identifiers.
Use ANSI nulls, paddings and wamings.
Application intent:
|READONLY v
[ Multi-subnet failover.
[A Transparent Network P Resolution.
[ Column Encryption.

Enclave Attestation Info:
[ Use FMTONLY metadata discovery.
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12. Click “Finish”.

Create a Mew Data Source to SOL Server X
ﬁ [[]Change the language of SQL Server system messages to:
) (Default) v
SOLServer

[] Use strong encryption for data.
Trust server certificate.
Perdorm translation for character data.
[] Use regional settings when outputting curency, numbers, dates and times.

[] 5ave long running queries to the log file:
D:\Users‘edwardsp'AppDatatLocal Temp GUERY . Browse...
Long query time {milliseconds). 20000

[ Log ODBC driver statistics to the log file:
D:\Usershedwardsp\AppDataLocal Temp STATS.| Browse...

cormarmeont
Connect retry interval (seconds):

<Back |[ Finsh | | Cancel | | Heb

13. Click “Test Data Source”.
14. If “Tests Completed successfully!” is visible Click “OK”
a. If the test fails, revise the configuration until it completes successfully.

Create a New Data Source to SOL Server *
: O 50L Server ODBC Data Source Test x
s Test Results -
SOL Server

Microsoft ODBC Driver for SGL Server Version 17.04.0001
Running connectivity tests...

Attempting connection

Connection established

Verfying option settings imes.
Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

S

"

&
3
e
-
g
&
ar
&
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Using the Reporting Tool

Symmetry Movement Impact Tool

Install Microsoft PowerBI Desktop client on the same machine as the ODBC connection.

Open the “Symmetry Movement Impact Tool.pbix” file.
On the toolbar click “Refresh”.
The data will now appear within your dashboards and you can use the filtering options at the top of the screen

to restrict the visible information. For example, specify the Source Card Holder and all related card holders

whom they may have come in contact with will appear. You can also filter by Reader Location and date.
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Transaction Impact Card Holder Impact | Location Impact Transactions by Month Related Card Holder Lacation Related Date/Time Source Date/Time Dift
e ,
Mooney, Steel RTG Morth Wing 2/18/2020 5:04:12 PM 2/18/2020 4:55:06 PM 9
4 2 2 1 3 7 2 Hoaper, Marny RTG Narth Wing 218/2020 50238 PM 2/18/2020 45506 PN 7
F}‘;:'(“f__’fj’ Alston, Adam RTG North Wing 2/18/2020 45758 M 2/18/2020 4:55:06 PM 2
Lindsay, Shelly RTG Narth Wing 218/2020 45246 PM 2/18/2020 45506 P -3
Webh, Lev RTG North Wing 2/18/2020 45156 M 2/18/2020 45506 PM -4
T Afford, Lucas RTG Narth Wing 2118/2020 45034 PM 2/18/2020 45506 PM -5
Guzman, Carol RTG Narth Wing 2/18/2020 1227:58 PM  2/18/2020 122012 PM 7
Webb, Lev RTG North Wing 2/18/2020 122728 PM 2/18/2020 1220:18PM 7
. Coleman, Jin RTG Narth Wing 2/18/2020 12:26:18 PM  2/18/2020 1220:12PM 6
E Maldonado, Rhona RTG North Wing 2/18/2020 122500 PM 2/18/2020 1220:18PM 5
2 Clements, Lucas RTG North Wing 2/18/2020 122418 PM  2/18/2020 12:20:18 PN 4
. lr Hinton, Donna RTG North Wing 2/18/2020 12:23:34 PM  2/18/2020 12:20:18 PM 3
0 Alford, Hop RTG Narth Wing 2/18/2020 121916 PM  2/18/2020 122012 PM -1
B B & e o “ 16 8 1 Strong, Urish RTG North Wing 2/18/2020 121744 PM  2/18/2020 1220:18PM -3
e Sy Moran, Keefe RTG Narth Wing 2/18/2020 1216:58 PM  2/18/2020 122013 PN -4
Bennett, Briar RTG North Wing 2/18/2020 121608 PM 2/18/2020 1220:18PM -4
Richmand, Arden RTG Narth Wing 2/18/2020 121416 PM  2/18/2020 1220:18PM -6
. 1 Nerih Wing Cruz, Ronan RTG Narth Wing 2/18/2020 1210:52 PM 2/18/2020 12:20:18PM 10
2 Rice, Marny RTG North Wing 2/18/2020 92702 AM  2/18/2020 9:1750 AM 10
& RTG Tradesman Door _ Clements, Lucas RTG Nerth Wing 2/18/2020 92608 AM  2/18/20209:17:50 AM 9
French, Morgan RTG Tradesman Door 2/18/2020 92356 AM  2/18/20209:1736 AM &
Young, Veds RTG Narth Wing 218/2020 92300 AM 218202091750 AM 6
0 100 200 300 Richmand, Arden RTG North Wing 2/18/202092222 AM  2/18/20209:1T50 AM 5 ™
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